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Foreword

As a digitally innovative bank-insurer, KBC places significant importance on information
security and cybersecurity in order to protect customer data, support resilient
operations and address evolving external and internal threats. In an environment in
which threat actors continuously test organisational defences, KBC seeks to maintain
a strong control environment through a combination of preventive, detective and
response capabilities designed to reduce risk and limit potential impact.

This Information Security Policy sets out the core principles and foundational
components of KBC Group’s approach. It provides an overview of how business and
technology functions work together to manage information security risk, strengthen
cyber resilience and safeguard the information entrusted to the group.

Erik Luts Christine Van Rijsseghem

Chief Innovation Officer, KBC Group Chief Risk Officer, KBC Group



Introduction

KBC Group operates in a threat environment in which security incidents are an ongoing operational reality. KBC
Group therefore maintains a robust information security programme supported by clear governance, defined
responsibilities and the sustained implementation of appropriate controls.

This policy sets out KBC Group's information security approach. It supports KBC Group's broader business
strategy by embedding information security in business processes and day-to-day operations, strengthening
cyber resilience and protecting the trust and privacy of customers and stakeholders.

The policy is supported by a continuously evolving set of information security controls that KBC Group
implements, maintains and enhances over time. These controls are based on the ISF Standard of Good Practice,
mapped to recognised frameworks and standards including ISO, NIST and COBIT, and aligned with the legal
and regulatory requirements applicable to KBC Group, including GDPR, DORA and relevant European Central
Bank legal acts.

KBC Group Information Security Controls

Governance and Oversight

KBC Group maintains an information security governance approach intended to provide clear direction,
oversight and accountability across the organisation. This includes setting priorities, aligning security activities
with business objectives, supporting informed decision-making and ensuring that security considerations are
reflected in major organisational initiatives and risk-related decisions. Information security is also embedded
into merger and acquisition activities, and a cyber insurance supports the management of risk caused by
serious cyber incidents.

Risk Assessments

A structured approach is applied to ensure the consistent identification, assessment and treatment of
information risk across business processes, applications and supporting infrastructure. This approach is
intended to support transparency on risk exposure, enable prioritisation of the most material risks and guide
management actions designed to reduce potential impact.

Security Management

Information security activities are organised through policies, specialist capabilities and coordinated
implementation efforts designed to support consistent execution across the group. Security requirements are
incorporated into business and technology change so that new initiatives, projects and operational
developments can be delivered with appropriate security considerations from the start.

Personnel Security

KBC Group addresses the human dimension of information security throughout the employment lifecycle by
defining responsibilities, setting expectations for secure conduct and applying safeguards to sensitive access,
information and assets. These arrangements also extend to remote working and relevant third-party
interactions where security responsibilities and appropriate protections remain important.

Training and Awareness

A strong security culture is promoted through ongoing awareness, practical guidance and role-appropriate
training to relevant individuals across the organisation. These efforts are intended to reinforce secure
behaviour, improve understanding of security responsibilities and support the consistent application of
information security requirements in daily activities.

Data Protection

Information is managed and protected throughout its lifecycle through measures relating to classification,
handling, retention, privacy and secure transfer. Safeguards such as encryption and data loss prevention
further reduce the risk of loss, misuse or unauthorised disclosure and support the secure processing of sensitive
information.




Hardware and Endpoint Device Security

Hardware and endpoint devices are managed throughout their lifecycle, including acquisition, configuration,
use and disposal, with the objective of reducing operational and security risk. This includes protections for
workstations, mobile devices, removable media, ATMs and Point of Sales, together with central management
and technical safeguards intended to support secure and reliable use.

Application and System Security

Security considerations are embedded into the development and deployment of systems and applications
through measures relating to design, coding, testing, change control, implementation and review. In this way,
vulnerabilities are reduced, secure delivery practices are supported, and a reliable basis is provided for the
introduction of new or modified solutions.

Business Application Security

The security of business applications, whether developed internally or obtained from third parties, is addressed
through measures covering acquisition, implementation and operation. Protections relating to customer-facing
access and the processing of information within these applications also support secure service delivery.

User Application Security

Information security measures are applied to applications used for communication, collaboration and locally
developed solutions in order to protect information in transit and support secure business use. This also includes
attention to the management of user-developed tools and emerging technologies, such as artificial
intelligence and machine learning, where appropriate safeguards remain essential.

Identity and Access Management

Access to information, systems and services is restricted to authorised users and approved purposes through
measures covering identity management, authentication and the administration of access rights. Additional
safeguards for privileged access support the principle that access should be aligned with business need and
granted on a least-privilege basis.

Cloud Security

The secure acquisition, configuration and use of cloud services is addressed through the application of
consistent security requirements across relevant environments. These measures include safeguards relating to
access, data protection, configuration, monitoring and the secure operation of cloud-based solutions.

Infrastructure Security

A secure and reliable technical infrastructure is maintained through measures covering design, configuration
and day-to-day operation. These arrangements support the protection of systems, networks, virtual
environments and related components so that they remain resilient, appropriately secured and capable of
supporting business activities.

System Resilience

Resilience of systems is ensured in the face of malicious activity, human error and operational disruption.
Measures include robust, reliable hardware and software, supported by alternative or duplicate facilities,
managing capacity, applying a rigorous change management process, performing regular backups of
essential information and software, and monitoring performance against service agreements. Cyber security
exercises are conducted on a regular basis to verify and uplift preparedness and response capabilities.

Network Security

Network infrastructure and external connectivity are managed through measures intended to protect,
segregate and monitor network environments and control relevant connections. These arrangements are
designed to reduce the risk of unauthorised access, unsafe communication paths and network-related
disruption.



Encryption

Cryptographic measures are used to protect sensitive information and support the integrity of critical
operations. This includes the deployment of encryption, the lifecycle management of cryptographic keys and
the operation of supporting trust services required for secure digital interactions.

Threat Protection

A range of measures is applied to detect and mitigate malicious activity and technical weaknesses, including
protections against malware and intrusion, vulnerability management, continuous monitoring and targeted
testing. These activities are complemented, for the Belgian entities, by a responsible disclosure approach that
enables external researchers to report potential vulnerabilities through defined channels and under clear
conditions. Through these combined activities, defensive capabilities are strengthened and the ability to
identify and address threats in a timely manner is improved.

Security Event and Incident Management

Security-relevant events and incidents are managed through measures covering logging, analysis, threat
intelligence, incident response, recovery and forensic support. These arrangements are intended to support
timely detection, effective containment and the restoration of normal operations while enabling further action
where required.

Current Areas of Information Security Focus

In addition to its established information security policy, KBC Group continues to place particular emphasis on
several areas where the threat environment, technology landscape or external dependencies are evolving
rapidly. The focus areas below reflect topics and initiatives that currently require heightened attention and
continued enhancement.

Protection Against Customer Fraud

Significant investment continues to be made in measures intended to reduce the risk that customers are
defrauded through phishing, vishing and other forms of social engineering. These efforts combine technical
protections, monitoring and intervention capabilities, direct interaction with customers where appropriate, and
awareness initiatives designed to help customers recognise and respond to fraud attempts.

Social Engineering Threats

Particular attention continues to be given to phishing, impersonation and other forms of social engineering that
target the organisation and its people. As these attacks become more sophisticated and more precisely
targeted, preventive and detective capabilities continue to be enhanced, including monitoring, security
analytics, network segmentation and the use of strong authentication, in order to reduce the likelihood and
impact of such attacks.

Third-Party Security

The security oversight of third-party service providers continues to be strengthened where those services
support the business and technology environment. This includes enhanced risk-based due diligence, security
assessment and ongoing monitoring practices intended to support a more consistent understanding of third-
party exposures and to promote appropriate security standards across external service relationships.

Artificial Intelligence

Artificial intelligence is increasingly relevant in the context of information security, both for the opportunities it
offers and the new risks it introduces. It can support the faster identification of vulnerabilities, the analysis of
weaknesses, the detection of suspicious activity and a better understanding of evolving threat patterns. At the
same time, such technologies may also be used by threat actors to increase the speed, scale, sophistication
and targeting of attacks. Appropriate safeguards, oversight and controlled adoption therefore remain
essential.




Operational Resilience and Business Continuity

KBC Group continues to strengthen its ability to withstand, respond to and recover from severe operational
disruptions, including cyber-related events. This includes further enhancing business continuity arrangements,
crisis response capabilities, recovery planning and testing practices, with the objective of protecting critical
services and limiting impact on customers, the organisation and the wider financial ecosystem.

Organisation - Risk Management Framework - Roles
& Responsibilities

KBC Group manages information security risk within its broader Operational Risk Management Framework,
which provides the basis for the effective and consistent management of operational risks across the group.
Within this framework, KBC Group applies three lines of defense model to support accountability, oversight and
independent assurance in relation to information security and related operational risks.

First Line of Defence: Risk-aware business people act as the first line of defence for conducting sound risk
management. This involves allocating sufficient priority and capacity to risk topics, performing the right controls
in the right manner and ensuring that risk self-assessments are of a sufficiently high standard. In the context of
information security, first-line responsibilities are carried by Information Security Officers and Local Operational
Risk Managers.

Second Line of Defence: Independent control functions at both group and local level act as part of the second
line of defence. In particular, the risk function develops, imposes and monitors the consistent implementation
of the Risk Management Framework across the group. In the area of information security, this includes oversight
and challenge of information risk, IT-related risks and business continuity management through the relevant
risk functions at group and local level.

Third Line of Defence: Internal Audit acts as the third line of defence. It is responsible for giving reasonable
assurance to the Board that the overall internal control environment is effective, and that effective policies and
processes are in place and applied consistently throughout the group. In the area of information security, this
includes independent assurance on the effectiveness of the control environment supporting the protection of
information and systems.

Regulatory Engagement

KBC Group is subject to oversight by multiple regulatory authorities, including the European Banking Authority
(EBA), the European Central Bank (ECB) and the relevant national regulators in the jurisdictions in which KBC
operates.

KBC Group reports to and engages with these authorities on information security and related risk matters and
publishes publicly available risk reporting through its corporate reporting channels.
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